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I I Isaw L‘“'\\\lll‘l Truism [I]Ll[ |]lt,‘ JAIISWer you

get depends on the question you ask.! This
axiom could hardly be better illustrated than in the
\\l‘ll\l ol mnsurance ‘|T'l\1 \\.’”]\ll] ?1\]' \\l\lh{. no \ll‘lll‘[
the richest continent is the one wherein “contingent
|“|“in\."“\ E“I\‘l'lll"‘“\"[l" Ll\\‘L'”‘.

What is “contingent business interruption”? It
depends on whom you ask. Whatever ir is, insurance
L'I‘||||‘.lTHE" |l‘|'|L' !1\'\ c \\‘I\l i\l'l ‘\Ill\l.‘- | (8] ]‘l‘i‘lk’t“ dgamst 1L,
whether in the guise of general, “all risks” coverage (first
{‘.Hl\‘ fime \'1{'”“‘”', ]'ll"lll\"\" lllhil.llli”h‘”\' (8] ‘wl‘('k'i\lli_—\‘\l
contingent business terruption policies or endorse
ments., l” :ll'll\'l.tl [erms, L\'l\|i|lI:L'T|| |‘||"|”\.""' ””i‘”‘“l“”\'“
(CBI) is the loss a policyholder sufters when some catas
rrophe prevents a key supplier from providing goods o
SCIVICES t“-m‘IHI.il (18] liu‘ contmuiry of Ilu' '[‘H'IL \'th'!\J!L'I"'\
own business.” To cite just one example, it was reported
that after the Japanese tsunami of 2011, numerous auta
mobile manufacturers in the United States were torced to
interrupt production of models in certain colors because
the necessary pigments were supplied by a single Japanese
manufacturer whose operations were interrupted by the
disaster.' Given the increasingly interconnected nature
of supply chains over the world, in a major corporate set

ting the potential supply chain risks may be oo
numerous to quantify and exceedingly dithculr
[y ASSESS. [‘l i :]ll'l‘l' I‘.H'l, HASLITCTS 51 ['ll\_"'l,_tl\_‘ \\‘ll]]
understandably conflicting impulses to meet
ll'lt' ncreasmy th'ln.l”\.l O Cowver |||t"“(' con-
tingencies adequately while trying to define
and cabin their ||m[uktn|ih.lf‘|c andd potent i&l”\"
infinite exposures,
When policyholders buy insur

Lot ance, they are paying a premium in

exchange for relief from uncer
tainty; and when they buy CBI
coverage, they think they
are buving security ngainst
the unanticipated risk tha
a catastrophe affecting
someone—somewhere-
will interrupt their oun
aperations indirectly. But
not all policies are the

ILLUSTRATION, TONY NUCCIO; |STOCKPHOTO

same. [he emerging case law suggests that policyhold-
ers are too often disappoinred to learn that—in a world
\\'l!t"[\‘ .‘\Hll\lili‘l'l‘\ |!.|\ { s .‘\I]I‘i‘lll,'l"\ \l'[h! \{\'I"!_'Hgl O SCTVICES
provided by entities altogether unknown to the policy-
holder—there is no coverage for a host of risks, |‘L'I'|1;l1‘.\
the majority of risks, that may interrupt their own
operations. [n short, insurers have litle sympathy for
the “Kevin Bacon™ arcument. That is, unless vou have
negotiated the right terms and paid the right premium,
INSUTErs are not “'l]l‘lll""‘l'\l (8] ll,"”'ll |l\‘l| you are \Fl]l\ BB
degrees of separation” from the supplier whose disaster
has disrupted your own business.

At a glance, the emerging case law seems dizzvingly
inconsistent. But it is our thesis that it actually illus
[rates a maore or |L““< consisrent Il\t nme. | l‘lk‘ ANSWEr you
get depends on the question you ask. Under your pol
icy, what is a “supplier”? Policyholders are well advised
to seek a definition broad enough to cover their needs
But first, they need to ask the right question. And they
need to know the answer they want in retum.

Illll?‘ :ll‘l'L‘]\' reviews some of 1|1|.' LSt l W CONCern
ing CBI coverage that has emerged to date. [t consid-
ers the case of “rraditional” suppliers (you may think
of them as “hrst-degree” -1|]‘|\ln,'|‘~'); foreign *ll|‘|‘1in‘l'-:
suppliers of computer-based services (itself an emerg-
1mny []lklllil'l l]‘.” IS cerftam o hl‘.l\\l] H | h("ﬁ'i l'l new
coverage issues); and suppliers of suppliers (sccond-,
third-, and nth-degree suppliers, in the Kevin Bacon
world), [t suggeses that policyholders can best limit
:ht'n LnNg L'Il.'ll”[\_ 1"\ tl\‘“”lll‘_: 1t L'II'IL[ ||h' sUrest way to
da that is to obram a definition of *supplier” (or the
equivalent policy term) broad enough to encompass

the entive risk they are seeking to insure.

The First Degree: "Traditional” Suppliers
The most obvious place w stare is with the traditional
notion of a “supplier”—a direct supplier of goods or
services tothe insured. To restate a thesis from o
introduction, the purpose of CBI coverage is to pro-
tect policvholders who expetience loss as a result of
damage to property of a supplier on whom rthe policy-
holder's business depends. Depending on the business
context and the policy language, courts have diverged
on just who a supplier might be.



nie
Know and

understand
each fink in
your client's

supply chain
and ensure that
policy language
is broad enough
to cover any
disruption along
the chain that
could signifi-
cantly disrupt
your client's
husiness.

In one of the leading cases
discussing CBI coverage, Archer-
Daniels-Midland Co. v. Phoenix
Assurance Co. of New York, the
court interpreted the policy’s
broadly worded CBI provision
to include an indirect supplier.*
The CBI endorsement in that
case covered damage to prop-
erty of “any supplier of goods
or services which results in the
inability of such supplier to sup-
ply an insured locations [sic].”
The policyholder, a processor of
farm products for domestic and
international consumption, was
unable to transport its goods via
the Mississippi River system due
to unprecedented flooding. Focus-
ing on the “any supplier” language
in the CBI endorsement, the court
concluded that the United States
Army Corps of Engineers and the
United States Coast Guard, which
operate and maintain the Missis-
sippi River system, were “suppli-
ers of goods and services” under
the policies, despite the lack of
a contractual relationship.® The
court reasoned that “[flunding the
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construction and maintenance of
the physical infrastructure of the
Mississippi River through the fuel
taxes imposed on the users of that
system easily brings the Corps and
the Coast Guard within the plain
meaning of the term ‘any supplier
of goods and services.™"

In a related case, the court
took a similarly broad view of the
CBI endotsement, concluding that
the policyholder did not have to
specifically identify each particular
grain supplier who was unable to
supply it with grain.® As in the
earlier Archer-Daniels-Midland case,
the CBI endorsement referred to
“any” supplier, which the court
defined to include those farmers
who supplied or could have supplied
grain to the policyholder.”

The Archer-Daniels-Midland line
of cases represents one of the broad-
est interpretations of “supplier,”
relieving policyholders from having
to have a contractual relationship
with each supplier and from having
to name each individual supplier in
the policy. In each case, the court
drew upon the broad language the
insurer had used in describing the
coverage (“any supplier”) and no
doubt had in mind the reasonable
expectations of an insured who has
suffered an actual loss because of
a disruption of goods and services
necessary to conduct its business.
However, today’s market realities
make it unlikely that such broad
policy language would make it past
the underwriting stage. And indeed,
subsequent cases have taken a nar-
rower view of the term “supplier.”

In a more recent case, the
Eighth Circuit interpreted the term
“supplier” to mean companies in
contractual privity with the policy-
holder. In Pentair, Inc. v. American
Guaraniee & Liability Insurance Co.,
an earthquake disabled a substation

that provided electric power to
two Taiwanese factories.!” As a
result, the factories were unable to
manufacture products they supplied
to subsidiaries of the policyholder,
Pentair. Rejecting Pentair’s argu-
ment that the electric substation
was a supplier within the meaning
of the CBI provision in its policy,
the Eighth Circuit concluded that
the power company “was not a
Pentair supplier . . . because it
supplied no goods or services to
Pentair, directly or indirectly.™"
Significantly, the CBI endorse-
ment in Pentair provided coverage
for losses incurred by Pentair as a
result of damage to “property of a
supplier of goods and/or services to
the Insured.”” The court read this
language to limit coverage to “sup-
pliers in direct contractual privity”
with Pentair, unlike the policy at
issue in Archer-Daniels-Midland Co.
v. Phoenix. (Note that, unlike the
language in Archer-Daniels-Midland,
the policy did not extend to “any”
supplier and was expressly limited
to suppliers of “goods and/or ser-
vices to the Insured.”) Moreover,
over the policyholder’s protestation
that a power outage constituted a
loss of services, the court held that
a power outage to the insured’s
supplier did not constitute either
physical loss or damage to property,
or a loss of services to the insured."
How these differing interpreta-
tions of what constitutes a supplier
for purposes of CBI coverage will
impact businesses with modern-
day supply chains is worthy of

s0me examination.

The Second Degree: Foreign
Suppliers, or the Limitations
of Territorial Limits
As the turbulent events of the
past year demonstrate, these days
many large corporations purchase
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necessary materials or products
for their businesses overseas. The
reasons are many, but it appears
that to be competitive, compa-
nies engage in “global sourcing”
more and more in order to reduce
costs.'t One need only look to the
impacts of the devastating earth-
quake and tsunami in Japan or of
the unprecedented massive flood-
ing in Thailand to get a sense of
the interconnectedness of today’s
economy.'’ In light of unfortunate
events like these, policyhold-

ers rightly wonder whether they
would be covered in the event of
similar losses. The question boils
down to whether suppliers in for-
eign countries are covered under
CBI provisions.

As the Archer-Daniels-Midland
and Pentair cases illustrate, policy
wording is key. The broader the
language, the more likely it is that
losses resulting from damage to the
property of a supplier—even one
located thousands of miles away—
will be covered,

In a recent case examining
this scenario, the U.S. District
Court for the Eastern District of
New York considered an insurer’s
argument that, to be covered
under the CBI provision in its
policy, physical property dam-
age and the loss of business must
have occurred within the policy’s
territorial limits.' In Park Electro-
chemical, the policyholder operated
two subsidiaries that manufactured
certain products used in circuit
boards and other materials in the
relecommunications, comput-
ing, and aerospace sectors. An
explosion at the Singapore-based
subsidiary left the Arizona-based
subsidiary without supply of a
crucial component for one of its
products. The CBI endorsement in
the policy provided:

[Continental] will pay for the
loss resulting from necessary
interruption of business con-
ducted at Locations occupied by
the Insured and covered in this
policy, caused by direct physical
damage or destruction to:

a. any real or personal property
of direct suppliers which wholly
or partially prevents the deliv-
ery of materials to the Insured

or to others for the account of
the Insured . .. ."

The policy identified 15
“Named Locations” within the
United States. In addition, the
coverage territory of the policy was
limited to “[t]he United States of
America, including its territories
and possessions, and Canada.”"®

Park Electrochemical submitted a
claim under the CBI provision seek-
ing coverage for the Arizona subsid-
iary’s lost sales. The insurer denied
coverage, arguing that the Singapore
facility was not a covered location
and was excluded by the policy’s
territorial limits. The court rejected
this argument, reasoning that the
“loss covered is not physical damage
to property but a financial shortfall,
and that shortfall must occur within
the territorial limits of the policy.™”
And so it did. The policy provided
merely that the financial losses must
be “caused by direct physical damage
or destruction to . . . any real or per-
sonal property of direct suppliers.”
It did not place a territorial limita-
tion on where the “direct physical
damage or destruction” must oceur.
Therefore, the court concluded
that the business interruption loss
occurred in Arizona, where the
financial shortfall took place. This
was within the policy’s territorial
limits, even though it was caused by
direct physical damage to a direct

supplier located in Singapore.*!

Park Electrochemical suggests
that suppliers in foreign countries
may indeed be “suppliers” for pur-
poses of CBI coverage. But poli-
cyholders should also recognize in
this decision the cautionary note
that there was nothing to stop
the insurer from placing a territo-
rial limitation on where “direct
suppliers” must be located for
coverage to attach.” Absent any
explicit language to the contrary,
there is likely nothing prevent-
ing losses resulting from damage
to a foreign supplier from coming
within CBI coverage.” However,
insurers are likely to place more
stringent territorial limitations in
their policies and—unlike in the
Park Electrochemical case—define
the term “direct suppliers” as nar-
rowly as possible to limit expo-
sure to uncertainties in foreign
countries, The constant refrain in
CBI cases addressing the supplier
issue is thus, “Beware! Policy
language is key. Remember to ask
the right question.”

A Degree Apart: Suppliers of
Computer-Based Services

To date, no cases have addressed
coverage for losses resulting from
cybersecurity-based business inter-
ruptions of a supplier of computer
services, such as cloud providers or
network hosts. But the issue is a ripe
one, in light of recent cyber attacks
at NUMErous major corporations
and inevitable periodic system out-
ages that bring business to a halt.”
While several cases suggest that
such suppliers would come within
CBI coverage, one case suggests that
whether general liability and other
standard form insurance policies
cover cyber attacks and other data
breaches is likely to be a source of
contentious litigation.
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In Southeast Mental Health Cen-
ter, Inc. v. Pacific Insurance Co., the
policyholder’s computer was cor-
rupted as a result of an electricity
outage.” The policyholder filed a
claim under its business interrup-
tion policy for loss of income that
resulted from its inability to use
its computer system to conduct its
business, including setting patient
appointments and filling prescrip-
tions. The insurer declined coverage
on the grounds that the policy-
holder’s losses were “not caused by
direct physical loss of or damage
to the insured property.”® In other
words, the insurer contended that
the losses did not come within the
policy’s coverage because there was
no direct physical damage to the
computer. The court rejected this
argument, holding that “the cor-
ruption of the pharmacy computer
constitutes ‘direct physical loss of or
damage to property’ under the busi-
ness interruption policy.”*

Another court came to the same
conclusion several years before
Southeast Mental Health Center.

In American Guarantee & Liability
Insurance Co. v. Ingram Micro, Inc.,
Ingram lost power at its data cen-
ter.”® Although power was restored

a short time later, the systems in the
data center had to be reprogrammed
in order to restore full functional-
ity—a process that took eight hours.
As in Southeast Mental Health Cen-
ter, the insurer denied coverage for
Ingram’s resulting financial losses,
arguing that Ingram’s computer sys-
tem was not “physically damaged”
as a result of the power outage.”
This, too, was rejected by the court.
Indeed, the court concluded that
the term “physical damage’ is not
restricted to the physical destruction
ot harm of computer circuitry but
includes loss of access, loss of use,
and loss of functionality.”
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Although both of these cases
address coverage issues under stan-
dard business interruption provi-
sions—not CBI policies—they
are instructive in the way they
construe the term “physical dam-
age.” If physical damage includes
loss of access, use, or functionality,
then it stands to reason that com-
panies that provide these services
may be considered “suppliers” for
purposes of CBI coverage. How-
ever, in a recent lawsuir filed by
Zurich American Insurance against
Sony in connection with hacking
incidents at Sony, Zurich sought a
declaratory judgment finding that
it is not obligated to defend or
indemnify Sony for claims asserted
against Sony as a result of the cyber
attacks.’ Specifically, Zurich argues
in part that the claims against
Sony did not arise out of “hodily
injury,” “property damage,” or
“personal and advertising injury,”
as provided in Sony’s general com-
mercial liability policy.* While the
lawsuit does nort directly address
any CBI claims, this case may ulti-
mately determine whether hacking
incidents and cyber attacks would
come within CBI coverage.”

It bears emphasizing once again
that policy language is key, particu-
larly when dealing with cybersecurity
issues. Some policies may specifically
exclude incidents like cyber attacks
from coverage. In addition, policy-
holders with nontraditional “suppli-
ers” like network hosts, cybersecurity
providers, and cloud providers may
opt to add cyber insurance policies
that cover cyber attacks and other
computer-based incidents. ™

The Nth Degree:
Suppliers of Suppliers
A related consideration in deter-
mining whether a particular loss
comes within a CBI policy is

whether damage to the supplier of
a supplier is covered. Most typi-
cally—and as in many of the cases
already discussed—this occurs when
a supplier experiences a loss of
power. Although the Archer-Daniels-
Midland cases held that the broadly
worded policies included indirect
suppliers like the Army Corps of
Engineers and Coast Guard, subse-
quent cases have taken a narrower
approach. Looking once again to
Pentair, the court in that case con-
cluded that the policy was limited
to “suppliers in direct contractual
privity” with Pentair.”* Moreover,
the Eighth Circuit held that the
supplier’s inability to function after
a loss of power did nort constitute
“direct physical loss or damage” to
goods produced by the supplier.’®
Thus, “a power outage alone [does
not] constitute[] physical loss or
damage to property.”*’

Although the Eighth Circuit’s
interpretation of the term “physical
damage” conflicts with the inter-
pretation of this term in American
Guarantee & Liability Insurance
Co., the court’s narrow construc-
tion of the term “supplier” may
stick. No court since the Archer-
Daniels-Midland cases has held that
indirect suppliers come within CBI
coverage, absent identical policy
language. Since those cases were
decided, CBI coverage has evolved,
and supply chains, too, have
become more and more complex.
Again, it depends on the wording
of the specific policy involved, but
it is unlikely that a court would
take a similarly broad approach,
particularly in light of the more
modern Pentair precedent.

Conclusion
Anyone who has used LinkedIn or
one of its equivalents has learned
that the Kevin Bacon phenomenon
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is real. [t is often amazing to learn
who is within a degree or two of
separation in our chain of acquain-
tances. A corollary to the Kevin
Bacon phenomenon holds sway in
the business world. Every company
is within six degrees of separation
from every other., And just as the
political world justified the auto
hailout by reference to the domino
effects of business failure—just as
the 2011 tsunami appears to have
had profound ripple effects through-
out the global economy—so every
business enterprise is connected
with and interdependent with every
other for its continuity and survival.

Policyholders should be asking
the right questions: How much
of my risk is really insured? At its
core, how broadly does the policy
define my supply chain? What is a
supplier! Policyholders should look
closely at their coverage to make
sure it meets their expectations.

Insurers, too, should be asking
questions: How many degrees of
separation are insurable, or appro-
priate to insure! At what point does
it become impossible to know the
answer! Insurer balance sheets have
reflected the consequences before,
when the answers to precisely these
questions were either unknown or
imperfectly understood.

The answer you get depends
on the question you ask. First, you
need to ask the right question. And
you need to know the answer you
want in return, M
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